Create a AWS NovaSensor from 15 steps.

Install NovaSensor in VMWare
Just install, after 1%t boot, login and shut down the VM
Export the VM, so you have 2 disks (VMDK files)

Upload 2 VMDK's (disk 1 and disk2) to AWS S3

Amazon 53 » Buckets » forenova-sensor

forenova-sensor .«

Objects Properties Permissions Metrics Management Access Points

Objects (2)

Objects are the fundamental entities stored in Amazon $3. You can use Amazon 53 inventnry_E to get a list of all object:

to explicitly grant them permissions. Learn more E

[f Upload

‘ Q, Find objects by prefix ‘

- Name A | Type v Last modified v |
September 14, 2023,

O [ NS3.0.62-1vmdk vmdk eprember
09:41:24 (UTC-07:00)
September 14, 2023,

O [ NS3.0.62-2vmdk vmdk eptember

10:16:30 (UTC-07:00)

Now that the disks are in AWS, you can import the two disks as an AMI into AWS.
You can do this by the AWS CLI installed local on laptop, or use AWS CloudShell (easy way)
Be sure to start AWS CloudShell in same region as the disks are in S3



In AWS shell create a json file with import details:

() AWS CloudShell

on
dshell-userf@ip-18-6-125-199 ~]% cat import.json

"Description™: "First disk",
mat"™: "wmdk",

"Description™: "Second disk",
yrmat": "wmdk",

“foreno

"N53.8.62

1
[cloudshell-user@ip-18-6-125-199 ~]1% I

Start the import:
aws ec2 import-image --description "NovaSensor" --disk-containers "file://import.json"

Check status with ami-import ID:
aws ec2 describe-import-image-tasks --import-task-ids import-ami-036f29aa5b32b3b02



(3 AWS CloudShell

1

}
[cloudshell-user@ip-18- ~]% aws ec? describe-import-image-t --import-task-ids import-ami-@

r
L

When task is finished you have a new AMI that is the basic NovaSensor

Start a new instance from the AMI:
Important: choose an instance type that has AWS Nitro enabled (so you can use the EC2 serial Console)
In this example | used C5.XLarge (8 GB and 4 cores)

When the instance is created AWS will reserve an IP address (local and if requested also external)
You will see them in the EC2 serial Console.

Connect to instance using AWS serial Concole:

EC2 > Instances > i-05f9ea7eb76cf94fd

)

Instance summary for i-05f9ea7eb76cf94fd (NovaSensor 3.0.61) info ‘ Connect H Instance state ¥ M Ac(iu|+ a |
Updated less than a minute ago J
Connect
Instance 1D Public IPv4 address Private IPvd addr ~ Manage instance state
i-05f9ea7eb76cf94fd (NovaSensor 3.0.61) 25.161.194.52 [open address [2 172311012 1o ce settings N
IPv6 address Instance state Public IPv4 DNS | Networking >
. i T ec2-35-161-
@ Running ec2-35-161 Security >
west-2.compute.:
yﬁage and templates »
Host t Private IP DNS IPv4 onl
ostname type rivare name (IPvé only) Get system log ‘ konimrand truubleslmt}) [ 3 |
IP name: ip-172-31-10-135.us-west-2.compute.internal ip-172-31-10-135.us-west-2.com
—

Get instance screenshot

Answer private resource DNS name Instance type es
Manage detailed monitoring
1Pv4 (A) c5.xlarge

Auto-assigned IP address VPCID ‘ - M‘ —.‘B!W{ timizer finding
35.161.194.52 [Public IP] vpc-ca588baf [4 EPemitl EmE ) rComputE Optimizer for recommenda
ReplacEroTTOGTE

[Leamn more (2

Serial Console will start and you even have access to booting of the machine:



R

—

Services

B 1AM
$3.0.61.10637 ~ f exit
ogout

'ent0S Linux 7 (Core)
fernel 3.10.0-957.el7.x86_64 on an x86_64

p-172-31-10-135 login: |

i-05f 94fd (NovaSensor 3.0.61)
PubliclMg; 35.161.194.52 PrivatelPs: I52k3‘|.‘|0,135>

Login with default credentials (admin / adminsangfornetwork)

Public IP and Private IP are in cloudconsole BUT NOT ON NOVASENSOR
Set this ip info on NovaSensor:
ipaadd172.31.10.135/20 dev eth0 (check ip range and subnet in VPC settings)

Set the static route:
ip route add 0.0.0.0/0 via 172.31.0.1 dev eth0 (most of the time the first IP in VPC subnet)

Check if you can access outside, by ping 8.8.8.8 for example

Now check if the firewall settings are OK (you need to allow at least 443 for web management)
You can find this in the instance settings at the Security tab.



— e

Details ing Storage Status checks Menitoring Tags

¥ Security detai

|AM Role Owner |D Launch
- 855911422074 Thu Se|
Time)
Security groups
5g-02a71f3aab8b0fcdO (launch-wizard-6)
¥ Inbound rules
| Q, Filter rules |
Name Security group rule ID ort range | Protocol
- sgr-0a577f8b297059d72 443 TCP
- sgr-0f49347360db8ddch 22 TCP

Try to access the instance from outside:

C O & https//35.161.194.52/login.php > @
i
FORCGNOVA
1
L V2
NovaSensor Novasensor
Usemame
| e
Password

ork threats, defivering an ultn

To continue, you have to agree to the EULA and DPA.




Setting up SPAN data in AWS

To set up the SPAN data in AWS, take the next steps:
Add an additional interface on the NovaSensor

Create a mirror session in the VPC where the data is that you like to monitor.

In the example | created a new instance (Linux test) that we are going to monitor.

Be aware of that not all instance types are supported for SPAN data in the VPC.

See also: https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html

For the test | choose a C5.XLarge

Instances (3) info Instz

| Q, Find instance by attribute or tag (case-sensitive) |

- Name v | Instance ID | Instance state v | Instance type %
- NovaSensor 3.0.61 i-05f9ea7eb76cf94fd ®@Running @& c5.xlarge

- Test Linux i-037aa56b2e2fa5a38 @ Running @Q c5.xlarge

- test_aws i-0674c96288d2da993 @ Running @Q t2.medium

Setting up the mirror session:

The mirror settings are in the VPC part of AWS, so go there:

Recently visited

Favorites
All services
EC2
Virtual Servers in the Cloud
2 Analytics Console Home

- Application Integration View resource insights, service shortcuts, and feature updates

AWS Cost Management
; g S3

=6 Blockchain Scalable Storage in the Cloud

Business Applications

VPC

Compute Isolated Cloud Resources
7 Containers
Clouasheit
Customer Enablement A browser-based shell with AWS CLI access from the AWS Manage
| Database

Billing

Developer Tools


https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html

Go to Traffic Mirroring in the menu:

THULLILd>L

¥ Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Create a mirror session.
As example | created the following session:

Modify traffic mirror session

Session settings

Set description, source, and target.

Description - optional

SPAN Session 1

Session Id

tms-03f20c05b95c9a0d9

Mirror source

eni-0480a5cc446b82cdc

Mirror target

A network interface, or a network load balancer, or a gateway load balancer endpoint that is the destination for r

Q, tmt-0a8839f13c0b7abb7

Important, you need to fill in the details like Source, Destination, Target, Session number and filter.
If you don't have these, you can create them on the fly.

Important: adjust the firewall settings on the destination interface (SPAN) and on the source interface as
well. For example, if you are not allowed to send out TCP on port 123, you will never see this traffic in
your SPAN data.

Example firewall (allow) rules for adapters both in and outbound:



Port range Protocol | Source
0 - 65535 uppP 0.0.0.0/0

0- 65535 TCP 0.0.0.0/0

After that, if you test data on the 'source' machine (linux test) you see the details in the NovaSensor:
Test download on Linux showing the throughput in NovaSensor.

~
vy NovaSensor ¢ Users admin

SEIS Status

System Status

\ Threats: 0
1 9-1; 5 1 % O % System Time: 2023-09-15 06:51:56
Uptime: 1 Hours 42 Mins 43 Secs
Sessions  Current #  Throughput! All mirror ports =)

EP ubuntu@ip-172-31-37-143: ~ 1”“”"5 Outbound: Obps Inbound: 144.87Mbps

06:48 06:49 06:50 06:51
@ outbound [ Inbound

NovaCommand &

Link State: Anomalous

NovaCommand address: devicel=, device2 does not exist.

The AMl is in 'Oregon' region
The Instance is also running there.
You can delete the instance if you like, username and password are still default.

After editing the NovaSensor instance, you can of course create a new AMI and copy that AMI to other
regions or have customers access the AMI for their needs.

| will delete the two instances and the mirror config next week because of costs.
Please let me know if there are any questions on this.



